By Dan Conroy
Ticket 624011
[image: ]I recently completed ticket 624011 this ticket was logged because of the poor performance of the customer’s laptop. The user was a remote worker who need a machine that could handle running multiple programs at the same time. 
[image: ]
I used ITAMS (our online storage system management program) to search for the DAMS number (the unique identifier on every corporate laptop) to look up the laptop and its properties. Using ITAMS allowed me to see that the machine was currently running on 4GB of RAM and was using a HDD drive. When the corporate QinetiQ standard is 8GB of RAM and an SSD drive.




[image: ]In order to replace the RAM and the hard drive I contacted the user and arranged a time for the laptop to be brought into the workshop. I contacted the user via outlook email, and we agreed upon a time for the user to bring the laptop to the workshop.

[image: ]Once I have the laptop in the workshop, I have to make sure that I am complying QinetiQ’s health and safety policy and due to the current outbreak of COVID-19 I need to wear a set of disposable gloves to make sure that I am as safe as possible when handling other people’s laptops. 

[image: ]I then took the back of the laptop and checked that ITAMS was correct in what it was saying and that the machine only has 8GB of RAM and is using a HHD drive. I need to do this in order to make sure that the laptop will comply with the QinetiQ standard and does not exceed the standard amount of RAM.

The hard drive and the RAM where then taken out and replaced with an 8GB stick of RAM and an SSD. 
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Because I had to replace the hard drive the corporate build was wiped so the Laptop needs to be rebuilt so that it will connect to the corporate network and the user can access all of their emails and files. I turned on the laptop and used the F12 key to boot the laptop from the BIOS and booted it from the USB boot stick.
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[image: ]The system then asks me to login to my account to allow the hard drive to become wiped and to allow the computer to rebuild.















[image: ]The USB boot stick has got more than one function that it is able to perform, I click the deploy image function whenever I am rebuilding a laptop or any other device that is supported by the corporate build. 











The system then asks me which drive I would like to wipe and rebuild over, however the laptop will pick the USB boot stick up as a drive so I have to make sure that I am selecting physical drive 0 as this is the computer’s internal hard drive. 
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The laptops hard drive is then wiped and the new corporate build image is deployed on to the hard drive. During this process the laptop cannot be disconnected from the corporate network or the power supply as it will result in the build failing.

After the image has successfully deployed the system will restart and will ask for a password to start the next phase of the build. This phase of the build deploys the standard applications to the laptop (such as Office 365, Internet Explorer and Sophos).
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[image: ]The system then asks me for a username password and computer name. The username and password need to be an engineer’s administrator account and password. The computer name is because this section of the build will add the system to the corporate network and domain automatically.






I then select which build I would like to install on the laptop, due to the QinetiQ security our builds have to be continuously updated because we have to have the latest security and application updates installed on all corporate machines. Because of this there are often builds in development as they have to be fully tested before we can roll them out to the organisation. 
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The rest of the corporate build is then deployed to the laptop. After the build has finished deploying the laptop displays the Windows 10 login page. I login to the machine on a different port to make sure that the laptop can disconnect and reconnect to the corporate network without any issues. 
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[image: ]In order to comply with QinetiQ’s security policy, I encrypt every machine that I build onto our corporate network. I go into the computers c drive to find the bitlocker command tool. I go to the MDOP MBAM folder which is in the Microsoft folder within program files. In this folder I use an executable called MBAMClientUI.

I use the executable to set a Bitlocker password for the laptop and start the encryption process. This process timeline varies upon the size of the hard drive that you are encrypting.
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Once the encryption completed, I gave the laptop back to the user with its improved performance.
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