Remote Infrastructure

[image: ]The first piece of equipment that I can connect to my company’s network is a laptop. The first thing that I do is insert the build stick into the laptop and connect the laptop to a network port via an ethernet cable. 

[image: C:\Users\djconroy\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\FYEWRYD6\IMG_0115.JPG]I then turn on the machine and press F12 to enter the boot menu. Once I get into the boot menu I select USB storage device this allows me to boot the computer from the USB storage device.

Once the computer is booted from the USB device, I type in my account username and password to allow me to deploy the image onto the laptop.

[image: C:\Users\djconroy\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\FYEWRYD6\IMG_0128.JPG]Once my username and password have been accepted it allows me to deploy the image to the laptop. In order to do this, I first select the device I want to image, in order to successfully deploy the image, I then select the hard drive of the laptop I am trying to build. Whilst the image is being deployed a command window will be displayed, this window will show me the progress in the deployment of the build to the laptop in the form of a percentage. 
Once the image has been deployed to the machine, I restart it. Once this has been completed the machine will display another window which asks for a password.
[image: C:\Users\djconroy\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\FYEWRYD6\IMG_0131.JPG] 





Once the password has been entered, another box will be displayed asking you to enter your username and password. As well as the unique identifier on the bottom of the laptop, during the build this will become the computers name and the name that the machine would appear as on the network. This section of the build adds the machine to the domain automatically. The software is pre-configured to automatically join all the machines that are built with this build to the domain, a domain in the sense of QinetiQ is a group of private machines including laptops, tablets, phones and printers that share their various types of data via the same network resources.
[image: C:\Users\djconroy\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\FYEWRYD6\IMG_0134.JPG]Once all of this has been entered there will be a box asking me to select which build I want to use for this device.
 




[image: ]Once the build has completed the machine will allow me to log in. The laptop build gets updated on a regular period so that as many of the system updates can be put into the build, saving time in the build process and meaning the user gets their machine quicker. Once logged in I will be able to use Outlook as shown in the below image.
[image: ]
[image: ]I also connect tablets to my company’s network. I build the tablets in order to get them to connect to our restricted network. To do this I build them off a USB boot stick. 


After the tablet boots from the USB device I type in my account username and password to allow me to deploy the image onto the tablet.

[image: C:\Users\djconroy\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\FYEWRYD6\IMG_0128.JPG]Once my username and password has been accepted the system lets me deploy the image to the tablet. Before the image will deploy I have to select the hard drive of the tablet that I am trying to build otherwise the system could wipe over the USB boot stick and delete the image. Whilst the image is being deployed a command window will be displayed, this window will show me the progress of the deployment of the image to the tablet. 






After the system has successfully deployed the image to the tablet, I will do a restart on the tablet. And then the system will ask me for another password.
[image: C:\Users\djconroy\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\FYEWRYD6\IMG_0131.JPG] 





Once the password has been entered, another box will be displayed asking me to enter my username, password which need to be an engineer’s administrators account and the unique identifier on the bottom of the tablet, during the build this will become the tablets name and the name that will be stored on the network for this particular tablet.
Once all of this has been entered there will be a box asking me to select which build, I want to use. This will be the same basic build for the laptop however it will have slight changes to it as it is a tablet. The builds for the tablets are updated on a regular basis just like the laptop builds, so that the updates for the machines are included into the builds. 
[image: C:\Users\djconroy\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\FYEWRYD6\IMG_0134.JPG] 




[image: ]
Once the build has finished, I am able to log onto the machine and install any outstanding policies and updates that are not included in the builds.
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[image: ]I connect new users mobile phones to the network if they are not instructed by the service desk. The mobile phones come to use preinstalled with the QinetiQ build on them. The first thing that I must do when I get an iPhone is turn it on and press the home button to unlock it. I then tap the preinstalled agent app on the phone.

[image: ]






Once the app has opened, I log in to it and install the QinetiQ policy to it, this will then add the phone to the corporate network. Once the policy has installed, I allow all notifications for the app and location tracking for the app. As set out in our group security policy. 

[image: ]


Once all of the policy has installed all applications will appear on the phone and the phone will connect to the corporate phone service, corporate 4G and Wi-Fi network.








[image: ]I also add client’s laptops to the guest network, to do this I boot up the laptop and get it logged in with the Wi-Fi turned on.

I then select our corporate guest Wi-Fi known as iGuest and click connect.
[image: ]

When I click connect a webpage is brought up and I am directed to the log-in page for iGuest.
[image: ]
I then request a code for iGuest by typing in my mobile number and selecting the validity period for the specific code.
[image: ]
[image: ]A code is then sent via text message to the phone number that I typed in to request the code. This code can only be used for this phone number, it will not work with a different one. This code has to be typed into the login area page for iGuest alongside the phone number the code was sent to. 
Once the code has been accepted the login page for iGuest will redirect you to google homepage and you will be able to use the Wi-Fi

[image: ]








I connect my personal mobile phone to the corporate network as well, I have to do this via the guest Wi-Fi. I have to connect my personal phone to the guest Wi-Fi as the QinetiQ IT Security policy states that only QinetiQ owned, and certified assets are allowed to go onto our corporate network.

[image: ]
In order to successfully connect my phone to the guest Wi-Fi I have to log into my phone and select the corporate guest Wi-Fi (iGuest).
[image: ]





I then have to enter a mobile number for a verification code to be sent to. The verification code that is sent is unique to the number it is sent to and will not work with any other mobile device. I then have to select the validity period for the code.


[image: ]
[image: ]Once I have received the code, I can then type this in alongside the phone number that the code was sent too. And this will then allow me to login to the corporate guest Wi-Fi.



When I am working remotely (e.g. from a hotel or at a conference held in a third-party venue) I still must make sure that I connect to the QinetiQ network securely. In order to do that from these facilities I use my corporate mobile phone’s hot spot to connect my laptop to the internet.

[image: ]
[image: ]In order to successfully do this, I first need to go into the settings on my corporate mobile phone and go into the hotspot area in settings. This then allows me to turn on the hotspot and shows me the password to connect to my phone’s hotspot. 
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[image: ]
I then must turn on the Wi-Fi on my laptop and select my corporate mobile for hot spotting. Once I have selected the mobile device the laptop asks me for a password which is the one displayed by my corporate iPhone when I turn on hot spotting.





[image: ]

Once the password has been accepted by the laptop, I need to wait for the QinetiQ VPN to connect which can sometimes take a bit longer if your mobile device has poor reception at the time. 
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