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Figure 2.1
COBIT Stakeholders
Stakeholder Benefit of COBIT
Internal Stakeholders

Boards Provides insights on how to get value from the use of I&T and explains relevant board
responsibilities

Executive Management Provides guidance on how to organize and monitor performance of I&T across the
enterprise

Business Managers Helps to understand how to obtain the I&T solutions enterprises require and how best
to exploit new technology for new strategic opportunities

IT Managers Provides guidance on how best to build and structure the IT department, manage
performance of IT, run an efficient and effective IT operation, control IT costs, align
IT strategy to business priorities, etc.

Assurance Providers Helps manage dependency on external service providers, get assurance over IT, and
ensure the existence of an effective and efficient system of interal controls

Risk Management Helps to ensure the identitication and management of all IT-related risk

External Stakeholders

Regulators Helps to ensure the enterprise is compliant with applicable rules and regulations and has
the right governance system in place to manage and sustain compliance

Business Partners Helps to ensure that a business partner’s operations are secure, reliable and compliant with
applicable rules and regulations

IT Vendors Helps to ensure that an IT vendor's operations are secure, relaible and compliant with
applicable rules and regulations

Figure 3.1
Governance System Principles

Figure 3.2
Governance Framework Principles
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Figure 4.16
COBIT Goals Cascade
Stakeholder
Drivers and
Needs
Enterprise
Cascade to Goals
Alignment
Cascade to Goals
Governance
and
Cascade to Ma“.age.ment
Objectives
Figure 4.3

COBIT Components of a Governance System
Processes

Services,

Infrastructure Organizational

and Structures
Applications

Governance

People, Skills System Principles,

and Policies,

Competencies Procedures

Culture, Ethics
and
Behavior

© 2018 ISACA. All Rights Reserved.



®

2019

COBIT:

[auelinssy
pabeueN—tOVIIN

sjuawalinbay
|euls1x3
Yy doueljdwo)
pabeueN—govIN

|043u0)
|euIalu] Jo Walshs
pabeueN—zovaIN

Buonuop
90UBWIOJU0Y
pue a9uewioyad
pabeuen—LOVIN

Buiuoisuel]
pue aoueydasoy
abuey) 1|
pabeueN—0Ive

eleq
pabeueiN—¢100dY

$331n0SayYy uewny
pabeueN—L£00dV

Juawabebug
19p|oyayels
painsu3-GoNa3

$|03U0Y $S8201d
ssauisng
pabeueN—90sSa

sabuey) 1|
pabeue—901ve

Kyunoag

FERIINEN
Anoag
pafbieueN—-60SSA

abuey)
|euoneziuebig
pabeue-soIva

pabeueN—€10dV

1509 pue 1abpng
pabieueN—-900dV

ol[oj10d
pabeueN—500dY

uoneziwndg
2821n0S3ay
painsu3—yOWa3

Aununuog
pabeueN—40SSQ

s109(o1d
pabeuen—LLIvE

Kyoede) pue
Kupgejieay
pabeue—poIve

Auend
pabeueN—110dV

uoleAouy|

pabeueN—p00dV

uoneziwndo ysty
painsu3—goNa3

sw.|qoid
pabeueN—€£0SSa

uoneinbyuog
pabeueN—0LIVE

piing pue
uorealyIuap|
suonn|os
pabeueN—-g0Ive

SI0pUBA
pabeueN—0LOdV

2IN03NYIIY
asudiag
pabeueN—€00dv

SJuUapIau| pue
s1sanbay 90IAIRS
pabeueN-z0ssa

S)assy
pabeuep—60Ive

1Huljaa
sjuawalinbay
pabeueN—Z0IvVE

sjuawaalby
ERITNENS
pabeueN—600dV

£barens
pabieueN—z00dv

Kianaq swyauag
painsu3-zowa3l

suonesadg
pabeuei—L0Ssa@

abpajmouy
pabieueN—80Ive

sweibold
pabieueN—L0IVE

sdiysuoneay
pabeueN—-800dY

Ylomawel4
wawsabeuepy 17
pabeueN—L00dY

aoueua)uIR) pue

Buinas ylomawel4
90UBUIA0S

painsu3—LoWa3

[9PON 21090 11900
Ty @inbiy

ISACA

INTERNATIONAL HEADQUARTERS

1700 E. Golf Road | Suite 400

Schaumburg, IL 60173 | USA

Isaca.org

© 2018 ISACA. All Rights Reserved.



Figure 4.4
COBIT Design Factors

Sourcing

Compliance
Requirements Role of IT '}A()ﬂ?l

Enterprise Enterprise . .
Strategy Goals Risk Profile

Implementation Adoption Enterprise
Methods Strategy Size

Future Factors

I&T-Related Threat
Issues Landscape

Technology

The globally recognized COBIT Framework, which
helps ensure effective enterprise governance of infor-
mation and technology, has been updated with new
information and guidance, facilitating easier, tailored
implementation—strengthening COBIT's

continuing role as an important driver of innovation
and business transformation. This document
provides an overview of the COBIT® 2019 guidance.

This excerpt is available as a complimentary PDF at
www.isaca.org/COBIT and for purchase in hard copy
at www.isaca.org/bookstore. We encourage you to
share this document with your enterprise leaders,
team members, clients and/or consultants. Additional
information is available at isaca.org/COBIT.

Figure 7.1
Impact of Design Factors on a
Governance and Management System

1. Management
Objective
Priority and
Target
Capability
Levels

Design

Factors’
Impact

3. Specific 2. Component
Focus Areas Variations
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Figure 7.2
Governance System Design Workflow

2. Determine

1. Understand the initial 3. Refine the 4. Conclude the
- et" etr pn(sie scope of the S UL governance
°°'t‘ etx an governance govertnance system design.
strategy. system. system.
+ 1.1 Understand enterprise  « 2.1 Consider enterprise + 3.1 Consider the threat « 4.1 Resolve inherent priority
strategy. strategy. landscape. conflicts.
+ 1.2 Understand enterprise  * 2.2 Consider enterprise + 3.2 Consider compliance  + 4.2 Conclude the
goals. goals and apply the requirements. governance system
+ 1.3 Understand the risk COBIT goals cascade. - 3.3 Consider the role of IT. design.
profile. + 2.3 Consider the risk profile « 3.4 Consider the sourcing
+ 1.4 Understand current of the enterprise. model.
I&T-related issues. + 2.4 Consider current + 3.5 Consider IT
1&T-related issues. implementation methods.
« 3.6 Consider the IT adoption
strategy.

« 3.7 Consider enterprise size.

Figure 8.1
COBIT Implementation Road Map

¢ Program management
(outer ring)

e Change enablement
(middle ring)

» Continual improvement life cycle
(inner ring)

Identify ro\e
players

Plan program

.
4 What needs to be 400"
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